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1
TRUSTED AND CONFIDENTIAL REMOTE
TPM INITIALIZATION

RELATED APPLICATION

This application is a Continuation of and claims benefit
from U.S. patent application Ser. No. 12/249,042 that was
filed on Oct. 10, 2008, and that is incorporated herein by
reference in its entirety.

BACKGROUND

Trusted Platform Modules (TPMs) are hardware micro-
controllers that store cryptographic keys, passwords, and
digital certificates. TPMs also provide capabilities that allow
authentication of devices, such as desktop computers, lap-
tops, or cellular telephones. Once initialized, TPMs may be
used to generate digital signing and encryption keys, allowing
confirmation that messages are from the device that the mes-
sage claims to be from. TPMs support commands including,
for example, Init to initialize a TPM, TakeOwnership to set
the owner value, and CreateEndorsementKeyPair to inter-
nally generate a key pair.

TPMs are often used in enterprise environments to allow
systems to verify the source of information. TPMs must be
securely and confidentially initialized before the keys and
services provided by the device can be trusted.

SUMMARY

Described herein are, among other things, techniques for
securely and confidentially initializing trusted platform mod-
ules remotely. For example, if a TPM is not securely and
confidentially initialized, a malicious machine or operating
system could host a emulated TPM in software and thereby
deceive users and applications into thinking they can rely
upon real TPM trust properties. A TPM emulated in this way
may, for example, e, allow malicious software to gain access
to secret cryptographic key material, or falsely report system
configuration.

In one implementation, secure communications may be
enabled by using a key provided by a device manufacturer.
The secure communications may then allow a system admin-
istrator to perform a TakeOwnership operation remotely,
rather than executing it locally on each device and risking
exposure of sensitive information to the local software.

DESCRIPTION OF THE DRAWINGS

The detailed description provided below in connection
with the appended drawings is intended as a description of
example implementations and is not intended to represent the
only forms in which a trusted and confidential remote initial-
ization of a TPM may be performed. The description sets
forth the functions of example implementations and the
sequence of steps for constructing and operating the
examples. However, the same or equivalent functions and
sequences may be accomplished by alternate implementa-
tions.

The present description will be better understood from the
following detailed description read in light of the accompa-
nying drawings, wherein:

FIG. 1 is an example of an operating environment in which
trusted and confidential remote TPM initialization may be
implemented.

FIG. 2 provides additional detail for parts of FIG. 1, and
adds an indication of an example data flow.
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FIG. 3 is a flow chart showing on example of an implemen-
tation of trusted and confidential remote TPM initialization.

FIG. 4 illustrates a component diagram of a computing
device according to one embodiment.

DETAILED DESCRIPTION

Described herein are, among other things, examples of
various technologies and techniques that allow trusted and
confidential remote TPM initialization. Although the
examples are described and illustrated herein as being imple-
mented in a personal computer system, the system described
is provided as an example and not a limitation. As those
skilled in the art will appreciate, the present examples are
suitable for application in a variety of different types of sys-
tems.

In the figures, like reference numerals are used throughout
several drawings to refer to similar components.

FIG. 1 is an example of an operating environment 100 in
which trusted and confidential remote TPM initialization may
be implemented. Server 150 contains an Endorsement Key
list 155 provided by the manufacturers of Clients 110, 120,
130. The EK list 155 allows Server 150 to safely communi-
cate over Local Area network 170 to remotely initialize TPMs
115, 125, 135.

Further details may be seen in FIG. 2, which shows an
example of data flow between Server 150 and TPM 115. In
this example, Server 150 uses a public key for TPM 115°s EK
to encrypt template data as part of TakeOwnership command
200, and submits it to TPM 115.

While this example uses an Endorsement Key list 155
provided by the manufacturers of Clients 110, 120, 130, in
other implementations it could be an individual certificate
from a trusted TPM vendor. One skilled in the art will realize
that there may be several techniques used to authenticate the
TPM.

FIG. 3 is a flow chart providing more detail on one possible
implementation of this process. A client initiates the process
by sending 310 an EK certificate from a TPM to a server. The
server validates 320 the certificate using EK information pro-
vided by the client’s manufacturer. The server then computes
330 a TakeOwnership command, including server-specified
values for OwnerAuth and SRKAuth for the TPM, and
encrypts the command with the public key portion of the
TPM’s EK. The server then sends this encrypted command to
the client, which passes it 340 to the TPM. The client software
cannot read the data because it is encrypted with a protected
TPM key.

The TPM then decrypts the encrypted data using the EK
private key, and executes 350 the TakeOwnership command.
The TPM then creates a Storage Root Key (SRK), calculates
a keyed-Hash Message Authentication Code (HMAC), and
sends 360 that data back to the server. Because it is just a
digest, the client cannot read it even if the client is malicious.
The server can verify the HMAC, since it contains the shared
secret of the SRK, and trust that the data is confidential and is
from the TPM specified by the EK certificate obtained from
the manufacturer by using 370 the EK provided by the manu-
facturer.

At this point in the process, the client cannot use or create
keys on the TPM because the SRK is set to a secret value. To
resolve this, the server initiates an encrypted tunnel to the
TPM using the SRK public key. The client cannot pretend to
be the TPM since it does not have the SRK private key. Once
the tunnel is established, the server can generate keys, create
identities, and set up the delegation tables. The server may
also generate a trusted signing key that can be used for the
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TPM operation CertityKey, which will allow the server to
confirm that any future key is, in fact, from the TPM.

Once the server has completed the operations desired for
initializing the TPM, it will reset 380 SRK Auth back to the
well-known value of all zeroes, so that the client can use the
TPM to generate and use keys, but preventing the client from
performing Owner privileged operations. After the initial
configuration is successful, the server may also re-open the
encrypted channel and modify the configuration of the TPM
at a later time.

FIG. 4 illustrates a component diagram of a computing
device according to one embodiment. The computing device
600 can be utilized to implement one or more computing
devices, computer processes, or software modules described
herein. In one example, the computing device 600 can be
utilized to process calculations, execute instructions, receive
and transmit digital signals. In another example, the comput-
ing device 600 can be utilized to process calculations, execute
instructions, receive and transmit digital signals, receive and
transmit search queries, and hypertext, compile computer
code as required by Server 150 or Clients 110, 120, 130.

The computing device 600 can be any general or special
purpose computer now known or to become known capable of
performing the steps and/or performing the functions
described herein, either in software, hardware, firmware, or a
combination thereof.

In its most basic configuration, computing device 600 typi-
cally includes at least one central processing unit (CPU) 602
and memory 604. Depending on the exact configuration and
type of computing device, memory 604 may be volatile (such
as RA), non-volatile (such as ROM, flash memory, etc.) or
some combination ofthe two. Additionally, computing device
600 may also have additional features/functionality. For
example, computing device 600 may include multiple CPU’s.
The described methods may be executed in any manner by
any processing unit in computing device 600. For example,
the described process may be executed by both multiple
CPU’s in parallel.

Computing device 600 may also include additional storage
(removable and/or non-removable) including, but not limited
to, magnetic or optical disks or tape. Such additional storage
is illustrated in FIG. 6 by storage 206. Computer storage
media includes volatile and nonvolatile, removable and non-
removable media implemented in any method or technology
for storage of information such as computer readable instruc-
tions, data structures, program modules or other data.
Memory 604 and storage 606 are all examples of computer
storage media. Computer storage media includes, but is not
limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can accessed by computing device
600. Any such computer storage media may be part of com-
puting device 600.

Computing device 600 may also contain communications
device(s) 612 that allow the device to communicate with other
devices. Communications device(s) 612 is an example of
communication media. Communication media typically
embodies computer readable instructions, data structures,
program modules or other data in a modulated data signal
such as a carrier wave or other transport mechanism and
includes any information delivery media. The term “modu-
lated data signal” means a signal that has one or more of its
characteristics set or changed in such a manner as to encode
information in the signal. By way of example, and not limi-
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tation, communication media includes wired media such as a
wired network or direct-wired connection, and wireless
media such as acoustic, RE, infrared and other wireless
media. The term computer-readable media as used herein
includes both computer storage media and communication
media. The described methods may be encoded in any com-
puter-readable media in any form, such as data, computer-
executable instructions, and the like.

Computing device 600 may also have input device(s) 610
such as keyboard, mouse, pen, voice input device, touch input
device, etc. Output device(s) 608 such as a display, speakers,
printer, etc. may also be included. All these devices are well
known in the art and need not be discussed at length.

Computing device 600 may also have a Trusted Platform
Module (TPM).

Those skilled in the art will realize that storage devices
utilized to store program instructions can be distributed
across a network. For example, a remote computer may store
an example of the process described as software. A local or
terminal computer may access the remote computer and
download a part or all of the software to run the program.
Alternatively, the local computer may download pieces of the
software as needed, or execute some software instructions at
the local terminal and some at the remote computer (or com-
puter network). Those skilled in the art will also realize that
by utilizing conventional techniques known to those skilled in
the art that all, or a portion of the software instructions may be
carried out by a dedicated circuit, such as a DSP, program-
mable logic array, or the like.

The invention claimed is:

1. A method performed on a computing device comprising
a Trusted Platform Module (““TPM”), the method comprising:

receiving, from a remote device, a command for taking

ownership of the TPM;

creating, by the TPM in response to the received command,

akey;

sending the created key to the remote device; and

establishing a tunnel between the remote device and the

TPM, where the established tunnel is encrypted based on
the sent key, where the TPM is configured for being
remotely initialized by the remote device via the estab-
lished tunnel, and where the TPM is further configured
for allowing the remote device to modify a configuration
of the TPM via the established tunnel at a later time.

2. The method of claim 1 where the TPM is further con-
figured for allowing the remote device to use the TPM to
generate keys via the established tunnel.

3. The method of claim 1 where the TPM is further con-
figured for allowing the remote device to use the TPM to
create identities via the established tunnel.

4. The method of claim 1 where the TPM is further con-
figured for allowing the remote device to use the TPM of the
computing device to set up delegation tables via the estab-
lished tunnel.

5. The method of claim 1 where the TPM is further con-
figured for allowing the remote device to re-open the estab-
lished tunnel at a later time.

6. The method of claim 1 where the TPM is further con-
figured for allowing the computing device to use the TPM, but
not to use the TPM to perform privileged operations.

7. A system comprising:

a computing device;

memory that comprises at least one program module; and

a Trusted Platform Module (“TPM”), the system config-

ured according to the at least one program module to:
receive, from a remote device, a command for taking
ownership of the TPM;
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create, by the TPM in response to the received com-
mand, a key;

send the created key to the remote device; and

establish a tunnel between the remote device and the
TPM, where the established tunnel is encrypted based
on the sent key, and where the TPM is configured for
being remotely initialized by the remote device via the
established tunnel, and where the TPM is further con-
figured for allowing the remote device to modify a
configuration of the TPM via the established tunnel at
a later time.

8. The system of claim 7 where the TPM is further config-
ured for allowing the remote device to use the TPM to gen-
erate keys via the established tunnel.

9. The system of claim 7 where the TPM is further config-
ured for allowing the remote device to use the TPM to create
identities via the established tunnel.

10. The system of claim 7 where the TPM is further con-
figured for allowing the remote device to use the TPM to set
up delegation tables via the established tunnel.

11. The system of claim 7 where the TPM is further con-
figured for allowing the remote device to re-open the estab-
lished tunnel at a later time.

12. The system of claim 7 where the TPM is further con-
figured for allowing the computing device to use the TPM, but
not to use the TPM to perform privileged operations.

13. At least one computer storage device that comprises
computer-executable instructions that, based on execution by
a computing device that includes a Trusted Platform Module
(“TPM”), configure cause the computing device to perform
actions comprising:
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receiving, from a remote device, a command for taking

ownership of the TPM;

creating, by the TPM in response to the received command,

akey;

sending the created key to the remote device; and

establishing a tunnel between the remote device and the

TPM, where the established tunnel is encrypted based on
the sent key, and where the TPM is configured for being
remotely initialized by the remote device via the estab-
lished tunnel, and where the TPM is further configured
for allowing the remote device to modify a configuration
of the TPM via the established tunnel at a later time.

14. The at least one computer storage device of claim 13
where the TPM is further configured for allowing the remote
device to use the TPM to generate keys via the established
tunnel.

15. The at least one computer storage device of claim 13
where the TPM is further configured for allowing the remote
device to use the TPM to create identities via the established
tunnel.

16. The at least one computer storage device of claim 13
where the TPM is further configured for allowing the remote
device to use the TPM to set up delegation tables via the
established tunnel.

17. The at least one computer storage device of claim 13
where the TPM is further configured for allowing the remote
device to re-open the established tunnel at a later time.

18. The at least one computer storage device of claim 13
where the TPM is further configured for allowing the com-
puting device to use the TPM, but not to use the TPM to
perform privileged operations.
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